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1146 Shreveport-Barksdale Hwy
Shreveport, Louisiana
Meetings 2nd Thursday of each month

7 p.m.

Pat Houston & Bernie Conradi

August Meeting
Bernie Conradi

Thanks to Bernie Conradi for
conducting the meetings, presenting a program and answering questions.
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~A QUICK TIP~
Number Pages In Word Document
It's easy to configure a header and footer
for your Word document so the page
number is displayed on every page. In
many instances, though, a document will
have a title page for which a number is
not required. Set up page numbering as

required and then in Word 2007 and
2010, move to the Page Layout tab before clicking the button in the lower right
-hand corner. Switch to the Layout tab
and click the box labeled 'Different first
page', before clicking OK.

President’s Page

The opinions expressed in the articles in
this newsletter are not necessarily those
of the editors or publisher. Mention of
products by their trade name does not in
any way constitute endorsement by the
editor, publisher or organization.
The Caddo-Bossier Windows User
Group a tax exempt, 501c4 non-profit
club established February 13, 1997
Membership Dues.
Full: $12.00 a year (Prorated monthly)
Spouse: $6.00 a year
Student: $6.00 a year.
Annual Board Meetings in November
Elections in December
Membership Renewals Due in January
C-B WUG’s Web Address
www.cbwug.com

Club Officers
President
Bernie Conradi
(Bernie@conradi.com)
Vice-President Fred Kocher
(fred3861p@att.net)
Secretary
Glenda Conradi
(glenda@conradi.com)
Treasurer
J C Barnett
(jcbarnett875@suddenlink.net)
Board Member at Large
Bob Franklin (fxef@comcast.net)

~Thank You~

We want to express our gratitude to:
Podnuh’s Bar-B-Q 1146 Shreveport-Barksdale Hwy for letting our
group hold our monthly meetings in a
private dining room in their restaurant.
BancorpSouth for providing us with
a checking account at no charge.

Caddo-Bossier Windows Users Group August Meeting
We had 20 people attend the meeting this evening. This was a very good
group and there were many questions asked. Through these questions we all
learn how to use our Windows operating systems. We started with the usual
reminder to update our antivirus programs and Windows operating systems.
It was announced that Fred Kocher was in the hospital. Ruth asked the difference between Libraries and the Quick Launch. We explained how we see the
Quick Launch as a fast way to get to your folders or files without scrolling
down through the directories. She also asked about File History and wanted to
know whether she should use it. It was stated that this is a personal decision
as whether to use File History or not. Margaret asked about using Avast and
Web Root together on the same computer. She was reminded that some programs will not coexist on the same computer. I related an experience I had
about getting a blue screen, and how having a Recovery Disk, I was able to
correct the error on my computer. It was emphasized how important it is to
have a Recovery Disk. Everyone was reminded that the computer must be on
in order to receive Windows updates automatically. For most of the meeting
we were discussing the latest 10th Anniversary Update and how to get this
update and what some of the changes are that this update includes. The other
item for the program this evening was instructing all on how to hide files and
folders in Windows 10. We also covered a program on being aware that the
pop-ups asking you to get updated drivers is not something that we should do.
Windows will do this task for you without the necessity to purchase a program to perform this function. Most of these pop-ups are scams to get you to
buy something that Windows will do for you for free. Joe Blasé reminded us
that the Getting Started icon in the Start Menu on Windows 10, will provide
you a wealth of information on how to use Windows 10. This is a good item
to take a look at and see if it will help you use Window 10 more easily.
The door prize winners this evening were J C Barnett selecting a wireless
mouse and Joe Blasé selecting the microfiber cleaning cloths. Congratulations to out winners again this month.
We look forward to seeing you at the September 8, 2016 meeting.
Bernie Conradi, President Caddo-Bossier Windows Users Group.
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Ransomware - Protecting Your Ability to Recover From an Attack
By John Langill,
Newsletter Editor, STPCC (Southern Tier Personal Computing Club) June 2016 issue, Rare Bits
http://www.pageorama.com/?p=stpcc1979jlangil1 (at) stny.rr.com

A recent posting to Yahoo.com reminded me that the
key element to recovering from a ransomware at tack
isto have a reliable system image backup. Most computer users — you among them, I’m sure — are aware
of this and have diligently performed regular backups.
Some may have chosen to back up their systems to a
Cloud-based service for which, if their backup files are
sufficiently large, they pay a monthly fee based on the
storage capacity required. Others have preferred to keep
things “close to the vest” and store their backup files on
a local external hard-drive (never, ever store backup
files on an internal hard drive) for which one with a
three-terabyte capacity, for example, presently costs
about $100.
I fall into the latter group.
Cost aside, both methods provide protection but also
have their own particular drawbacks that are too often
overlooked. What will happen, for instance, if some enterprising ransomware purveyor one day successfully
manages to hijack (encrypt) all the client files that have
been stored with the cloud-based service. Not possible,
such services say. Well, that may be but just how sure of
that are you really — or are they, for that matter? And,
as sure as God made little green apples, you can bet that
there is at least one someone somewhere trying to do
just that.
The uncertainty of cloud-based services is what led me
to rely on a USB-connected external hard-drive for storing my backup files; and I have been doing so for years
with a blissful — and perhaps a false — sense of confidence that they would be secure and uncorrupted should
they be needed. Ok, so what’s the drawback in this
method? The fact is that a ransomware attack will —
along with all files stored on the internal hard-drives —
also hijack the backup files stored on an external harddrive unless the drive is either powered off or physically
disconnected from the computer at the time of the attack.
Not a problem, said I — my USB 3.0 external hard-drive
is equipped with an On-Off switch and I power it ON
only for the time it takes to create a backup.
There’s one other precaution I take and that’s to set my
cable modem to “Stand by” mode to disrupt Internet
traffic during the time that a backup is created; thereby
assuring that my system and external hard drives will
not be vulnerable to attack while a backup is in progress.

Accordingly, I considered the risk of the backup files becoming corrupted was minimal.
And all was fine and dandy until I decided to swap a relatively low-capacity external hard-drive over to my laptop
PC and to install two larger capacity USB 3.0 hard-drives
on the desktop PC. The problem with doing this was that
the newer drives did not have On-Off switches; and rummaging around behind my desktop PC (which, despite what
it’s called, is actually located under a desk) to connect and
disconnect the USB cables from either the drives themselves or the PC was a real pain — it’s a rats-nest back
there, as many will probably know.
My solution: I purchased a powered 4-port USB 3.0 hub
(under $20) specifically for use with the two newly installed external hard-drives. Now, all I have to do is connect/disconnect the one cable between the hub and the PC.
Fortunately, a USB 3.0 port on the front of my PC that
makes this convenient and easy. The only thing I need to be
careful of is making sure that the external hard-drives have
both completed their respective operations before disconnecting the hub from the PC which, by the way, also removes power to the drives (i.e., acts as a defacto power OnOff switch).
Of course, if you use just one external hard-drive to store
your backup files, and it has an accessible On-Off switch,
you’ve no problem. Even if the drive doesn’t have an ONOff switch it’s likely that restricting Internet access to it
will be simply a matter of disconnecting the USB cable
from the back of the device and that should not be much of
a problem either.
Why do I have two external hard-drives? One is used to
directly store backup files — which by the way, are always
full system image backups — as they are created. The other
serves to archive copies of previously created backups; that
is, to back up my backups.
OK, so I’m paranoid when it comes to protecting my system image backups — it’s not the worst of my faults. Admittedly, over the past 25 years or so, I can recall only once
having to restore a system from a backup. I consider myself
lucky on that score. But, with the chance of suffering a malicious attack rapidly increasing at the rate at which it is in
today’s world — and the risk will only get worse with time
— I’d rather be overly cautious than suffer the consequences that could result from a lack of vigilance.
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~Web Sites~
Note: Caddo-Bossier Windows User Group does not indorse any
Web sites listed in this column, or elsewhere in this newsletter.

Ten Tips for Donating a Computer
http://www.techsoup.org/support/articlesand-how-tos/ten-tips-for-donating-acomputer
(Your old computer might have some life
left in it. But dropping it off at your favorite
nonprofit, charity, or library might not be
the best way to pass it on. Learn about the
environmentally smartest options in this
article.)

Buying Prescription Eyeglasses

Steve Ship and Carolyn Franklin
At the July meeting Steve Ship won a wireless mouse and Carolyn Franklin won
microfiber cleaning cloths. Caddo-Bossier Windows User Group club members, in
attendance and current with their dues, are eligible to win door prizes at the
monthly meetings.

August Door Prize Winners

https://www.consumer.ftc.gov/blog/buyingprescription-eyeglasses-your-rights-areclear
(The FTC’s Eyeglass Rule makes it easier
to comparison shop – which can help you
save money. The Rule gives you the right to
get your prescription from your eye doctor
– whether you ask for it or not – at no extra
charge. You can use the prescription to buy
eyeglasses wherever they are sold – from
an eye doctor, from a store, or online.)

Password Managers
http://www.pcworld.com/article/3085395/
security/5-things-you-should-know-aboutpassword-managers.html
(New data breaches are coming to light
almost weekly and they reveal a simple but
troubling fact: many people still choose
weak passwords and reuse them across
multiple sites. The reality is, remembering
dozens of complex passwords is almost
impossible, and carrying them around on a
scrap of paper that you have to keep updating is a huge hassle. That’s why password
managers exist. Here’s why they’re important, and how to get the most out of them.)

DID YOU KNOW?

In Microsoft Word you can right-click

Joe Blaze and J C Barnett
At the August meeting Joe Blase won microfiber cleaning cloths and J C Barnett
won a wireless mouse. Caddo-Bossier Windows User Group club members, in attendance and current with their dues, are eligible to win door prizes at the monthly
meetings.

on a word and a box opens and lists
several options to choose from. If you
click on “dictionary lookup” it will display the word and the definition, and
also give you an option to look at it in
a thesaurus. You can even look up the
words synonyms and change the font
and its characteristics. These are just

some of the items contained in the
box that can save you some time.

